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“Privacy is a critical element of a free “Privacy is a critical element of a free 
society and there can be no real freedomsociety and there can be no real freedomsociety and there can be no real freedom society and there can be no real freedom 
without it”without it”

Jennifer StoddartJennifer Stoddart
Privacy Commissioner of CanadaPrivacy Commissioner of Canada
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LegislativeLegislative FrameworkFrameworkLegislativeLegislative FrameworkFramework

FederalFederalFederalFederal
–– Personal Information Protection and Electronic Personal Information Protection and Electronic 

Documents ActDocuments Act ((PIPEDAPIPEDA) ) 
P i A tP i A t–– Privacy ActPrivacy Act

–– Access to Information ActAccess to Information Act
Provincial and TerritorialProvincial and Territorial
–– Public sector access to information and protection of Public sector access to information and protection of 

privacy legislationprivacy legislation
–– Private sector privacy legislationPrivate sector privacy legislation
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Private sector privacy legislationPrivate sector privacy legislation
–– Personal health information legislationPersonal health information legislation
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OversightOversightOversightOversight

Office of the Privacy Commissioner of CanadaOffice of the Privacy Commissioner of CanadaOffice of the Privacy Commissioner of CanadaOffice of the Privacy Commissioner of Canada
–– PIPEDAPIPEDA and and Privacy ActPrivacy Act

Office of the Information Commissioner ofOffice of the Information Commissioner ofOffice of the Information Commissioner of Office of the Information Commissioner of 
CanadaCanada
–– Access to Information ActAccess to Information ActAccess to Information ActAccess to Information Act

Provincial and Territorial CommissionersProvincial and Territorial Commissioners
–– Various public sector, private sector and health Various public sector, private sector and health 
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information access and privacy legislationinformation access and privacy legislation
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Who is covered?Who is covered?

PIPEDAPIPEDAPIPEDAPIPEDA
–– All businesses and organizations which All businesses and organizations which 

collect use and disclose personalcollect use and disclose personalcollect, use and disclose personal collect, use and disclose personal 
information in the course of commercial information in the course of commercial 
activity (some Provinces exempt)activity (some Provinces exempt)activity (some Provinces exempt)activity (some Provinces exempt)

Privacy ActPrivacy Act
Federal government departments andFederal government departments and
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–– Federal government departments and Federal government departments and 
agenciesagencies
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CooperationCooperationCooperationCooperation

All F/P/T Commissioners meet two times perAll F/P/T Commissioners meet two times perAll F/P/T Commissioners meet two times per All F/P/T Commissioners meet two times per 
yearyear
Issue joint statements on specific issuesIssue joint statements on specific issuesj pj p
–– Children’s online privacy Children’s online privacy 
–– Enhanced drivers licencesEnhanced drivers licences

NN fl li tfl li t–– NoNo--fly list programfly list program
Joint investigationsJoint investigations
Ongoing communication via electronic ListservOngoing communication via electronic Listserv
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“The times, they are a“The times, they are a--changin’… changin’… 
b lb lBob Dylan  Bob Dylan  

40 years ago40 years ago truck full of papertruck full of paper40 years ago 40 years ago –– truck full of papertruck full of paper
30 years ago 30 years ago –– crates of floppy diskscrates of floppy disks
10 years ago 10 years ago –– hard driveshard drives
Today, same information can fit on a Today, same information can fit on a y,y,
single DVD or a thumb drive!single DVD or a thumb drive!

7

Office of the Commissariat
Privacy Commissioner à la protection de
of Canada la vie privée du Canada



Today’s Privacy LandscapeToday’s Privacy Landscapey y py y p

Continuously evolvingContinuously evolvingContinuously evolvingContinuously evolving
GlobalizationGlobalization
T h l i l l iT h l i l l iTechnological explosionTechnological explosion
AntiAnti--terrorism and law enforcement initiativesterrorism and law enforcement initiatives
Insatiable appetite for personal informationInsatiable appetite for personal information
Myriad of privacy challenges coming our wayMyriad of privacy challenges coming our way
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“Present Time” Privacy “Present Time” Privacy 
Ch llCh llChallengesChallenges

Global competitionGlobal competitionGlobal competitionGlobal competition
EE--commercecommerce
Cloud computingCloud computing
National securityNational securityyy
Function creepFunction creep
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A Focused ApproachA Focused ApproachA Focused ApproachA Focused Approach

Must address key issues to have realMust address key issues to have realMust address key issues to have real, Must address key issues to have real, 
positive and measurable impactpositive and measurable impact
Four priority privacy issuesFour priority privacy issuesFour priority privacy issuesFour priority privacy issues
–– Information technologyInformation technology
–– Privacy and national securityPrivacy and national security–– Privacy and national securityPrivacy and national security
–– Identity integrity and protectionIdentity integrity and protection
–– Genetic privacyGenetic privacy

10

Genetic privacyGenetic privacy

Office of the Commissariat
Privacy Commissioner à la protection de
of Canada la vie privée du Canada



5 Strategic Priorities5 Strategic Priorities5 Strategic Priorities5 Strategic Priorities

11 Continue to improve service deliveryContinue to improve service delivery1.1. Continue to improve service delivery Continue to improve service delivery 
through focus and innovationthrough focus and innovation
S i ll d l b l iS i ll d l b l i2.2. Strategically advance global privacy Strategically advance global privacy 
protection for Canadiansprotection for Canadians

3.3. Support Canadians to make informed Support Canadians to make informed 
privacy decisionsprivacy decisions
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5 Strategic Priorities (con’t)5 Strategic Priorities (con’t)5 Strategic Priorities (con t)5 Strategic Priorities (con t)

44 Build a sustainable organizationalBuild a sustainable organizational4.4. Build a sustainable organizational Build a sustainable organizational 
capacitycapacity
P id l d hi d h fP id l d hi d h f5.5. Provide leadership to advance the four Provide leadership to advance the four 
priority privacy issuespriority privacy issues
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PrioritiesPrioritiesPrioritiesPriorities

Continue to improve service deliveryContinue to improve service deliveryContinue to improve service delivery Continue to improve service delivery 
through focus and innovationthrough focus and innovation

New and innovative investigative strategiesNew and innovative investigative strategies–– New and innovative investigative strategiesNew and innovative investigative strategies
–– Priority rating system (fast tracking)Priority rating system (fast tracking)

Ea l esol tion nit and mediation nitEa l esol tion nit and mediation nit–– Early resolution unit and mediation unitEarly resolution unit and mediation unit
–– Specialized IT/Internet investigation unitSpecialized IT/Internet investigation unit

St d di ti f l ttSt d di ti f l tt
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–– Standardization of letter responses Standardization of letter responses 
–– ThreeThree--year audit planyear audit plan
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PrioritiesPrioritiesPrioritiesPriorities

Strategically advance global privacy protection forStrategically advance global privacy protection forStrategically advance global privacy protection for Strategically advance global privacy protection for 
CanadiansCanadians
–– International Data Protection and Privacy CommissionersInternational Data Protection and Privacy CommissionersInternational Data Protection and Privacy Commissioners International Data Protection and Privacy Commissioners 

ConferenceConference
–– Chairs a volunteer group of OECDChairs a volunteer group of OECD
–– APEC Data Privacy SubAPEC Data Privacy Sub--GroupGroup
–– International Working Group on Data Protection in International Working Group on Data Protection in 

TelecommunicationsTelecommunications
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TelecommunicationsTelecommunications
–– International association of data protection authorities International association of data protection authorities 
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PrioritiesPrioritiesPrioritiesPriorities

Support Canadians to make informed privacySupport Canadians to make informed privacySupport Canadians to make informed privacy Support Canadians to make informed privacy 
decisionsdecisions

P bli ti d id liP bli ti d id li–– Publications and guidelinesPublications and guidelines
–– Blogs and online videosBlogs and online videos

l d d d l ll d d d l l–– Specialized guides and online learning resourcesSpecialized guides and online learning resources
–– Expanded public speaking programExpanded public speaking program
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–– Social marketing campaignSocial marketing campaign
–– Education and outreach programsEducation and outreach programs
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PrioritiesPrioritiesPrioritiesPriorities

Build a sustainable organizational capacityBuild a sustainable organizational capacityBuild a sustainable organizational capacityBuild a sustainable organizational capacity
–– Staffing and retention strategyStaffing and retention strategy
–– Management Accountability FrameworkManagement Accountability Framework–– Management Accountability FrameworkManagement Accountability Framework
–– Performance Measurement FrameworkPerformance Measurement Framework
–– Information management renewal projectInformation management renewal projectInformation management renewal projectInformation management renewal project
–– Modern case management systemModern case management system
–– Internal information sharingInternal information sharing
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PrioritiesPrioritiesPrioritiesPriorities

Provide leadership to advance the fourProvide leadership to advance the fourProvide leadership to advance the four Provide leadership to advance the four 
priority privacy issuespriority privacy issues
–– Prioritize incoming requestsPrioritize incoming requestsPrioritize incoming requestsPrioritize incoming requests
–– Building organizational capacityBuilding organizational capacity
–– Operational plans to coordinate activitiesOperational plans to coordinate activitiesOperational plans to coordinate activities Operational plans to coordinate activities 

within the Officewithin the Office
–– A more holistic approachA more holistic approach
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ConclusionConclusionConclusionConclusion

F t t t b liti t h lF t t t b liti t h lFuture not set by politics or technology, Future not set by politics or technology, 
but by peoplebut by people
In today’s wired world, privacy demands a In today’s wired world, privacy demands a 
global approachglobal approach
We need champions to promote We need champions to promote 
international privacy solutions international privacy solutions 
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Politicians and government officials should Politicians and government officials should 
listen attentivelylisten attentively
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“As with so many other rights and freedoms“As with so many other rights and freedomsAs with so many other rights and freedoms, As with so many other rights and freedoms, 
privacy is not a battle you fight to win in a privacy is not a battle you fight to win in a 
decisive way It’s a battle you will need to redecisive way It’s a battle you will need to re--decisive way. It s a battle you will need to redecisive way. It s a battle you will need to re--
fight again and again. We can’t fail. The right fight again and again. We can’t fail. The right 
to privacy is a public interest of the highestto privacy is a public interest of the highestto privacy is a public interest of the highest to privacy is a public interest of the highest 
order.”order.”

19Jennifer StoddartJennifer Stoddart
Privacy Commissioner of CanadaPrivacy Commissioner of Canada

Office of the Commissariat
Privacy Commissioner à la protection de
of Canada la vie privée du Canada

Privacy Commissioner of CanadaPrivacy Commissioner of Canada



Thank YouThank YouThank YouThank You

Questions?Questions?Questions?Questions?

www.privcom.gc.cawww.privcom.gc.ca
11--800800--282282--13761376
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11 800800 282282 13761376
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